IIpunoxenue? x nucbMy Munobprayku Poccun ot 14.05.2018r. Ne 08-1184

WH®OPMALIMOHHAA NAMATKA OAnNA
OBYYAIOLWMXCA ONA PASMELLEHUA HA
ODUUNANBHBIX UHTEPHET-PECYPCAX

C KaxgblM rogoM MOJIOAEXM B WHTEPHEeTEe CTaHOBUTbCA fbonblle, a LWKOMbHUKA OOHU W3 CaMblX aKTUBHbIX
nonb3oBarenen PyHETa. Mew:ly TéM, NOMUMO OrpoMHOro Kolnm4yecrtTeBa BO3MOXHOCTEN, WHTEPHET HeceT U I'Ip06J'IeMbI. OTa
namsiTka 4oMmxHa nomoyb Tebe 6e30MacHO HaXoaMTbLCS B CETH.

KOMHbIOTeprIe BUPYCbI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMLIOTEPHBLIX MPOrpaMM, OTNUYUTENbHOW OCOBEHHOCTbIO KOTOPOM
ABNSETCSA CNOCOBHOCTL K pa3MHOXEHUI0. B foMoMHeHne K 3TOMy, BUPYChbl MOTYT MOBPEAUTb UMK MOMHOCTbIO YHUYTOXWUTL BCE
(haiinbl U JaHHble, MOAKOHTPOSbHbLIE MOMb30BaTENto, OT MMEHWU KOTOPOro Gbina 3anylieHa 3apaxeHHas nporpammMa, a Takxe
noBpeanTb WM Jaxe YHUYTOXKUTb OMepauMoHHYl0 CUCTEMY CO Bcemu dpannamu B LenoMm. B GonbluMHCTBE cryvyaes
pacnpocTpaHsOTCS BUPYCbl Yepes3 UHTEepPHET.

MeTogbl 3awWwuTbl OT BPEeAOHOCHbIX nNporpamMmm:

1. Wcnonb3yi coBpeMeHHble onepaLVOHHble CUCTEMbl, UMEIOLINE CEPbE3HbI YpPOBEHb 3aliMTbl OT BPEOOHOCHbIX
nporpamm;

2. TocTosiHHO ycTaHaBnuBam nadth (UUpPOBbIE 3annaTku, KOTOPble aBTOMaTUYECKWM YCTaHaBNMBAaKTCHA C Uenblo
[opaboTku nporpammbl) U Apyrue oGHOBMNEHUSA CBOEN OonepauuoHHoN cuctembl. CkaumBanm nx TOnbKo ¢ oduunanbHoro cawrta
paspabotunka OC. Ecnu cywlecTByeT pexum aBToMaTnyeckoro 06HOBMNEHUS, BKITOYN €ro;

3. Paboran Ha cBoem KOMNblOTEPE MNo4 npaBamMun nonb3oBaTtend, a He agMUHUCTpartopa. OT0 He no3BonuUT
6OJ'IbLIJVIHCTBy BPEeOOHOCHbLIX NporpamMm UHCTannImMpoBaTbCA Ha TBOEM NepCcOoHallbHOM KOMMNbOTEpeE;

4. Vicnonb3yih aHTUBUPYCHbIE NMPOrpaMMHbIe MPOAYKTbI U3BECTHbLIX MPOU3BOAUTENEN, C aBTOMaTU4ECKUM OBHOBNEHNEM
0as;

5. OrpaHuyb U3NYecKnii 4OCTYN K KOMMbIOTEPY AN MOCTOPOHHMX JNLL;

6. Ncnonb3yn BHeWHWe HOCUTENW WHOpMauUUKW, Takue Kak dnewka, AUCK unn dann 3 UHTEepHeTa, TOSIbKO U3
NpOBEPEHHbIX NCTOYHUKOB;




7. He oTkpblBa KOMMbIOTEPHbIE (hannbl, NONYYEHHblE N3 HEHaAeXHbIX UCTOYHUKOB. [axe Te dannbl, KoTopble npucnan
TBOW 3HAKOMbIW. Jlyyllue yTOYHM y Hero, oTnpasnsan nm oH Tebe umx.

Cetun WI-FI

Wi-Fi - aT0 He BMA nepefadv OaHHbIX, HE TexHomMorus, a Bcero nuuwb 6penHa, mapka. Ewe B 1991 rogy HugepnaHackas
KomnaHusa 3apeructpupoBana bpeng "WECA", yto o6o3Havano cnosocoyeTaHne "Wireless Fidelity", koTopbin nepeBoauTCs Kak
"BecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyrasi abbpesnartypa, KoTopas sIBMSIETCA TaKOM Xe TexHonornen. 31o abbpesunatypa "Wi-Fi'".
Takoe HasBaHue ObINO OaHO C HaMEKOM Ha CTaHgapT BbiCLLen 3BYKOBOW TexHuku Hi-Fi, 4To B nepeBoge o3Ha4daeT "BbicoKas
TOYHOCTBL".

Oa, 6ecnnaTHbIA MHTEPHET-AOCTYN B Kade, OTensax U asponoprax ABNAETCH OTNIUYHON BO3MOXHOCTbIO BbIXOA4a B UHTEPHET.
Ho mHorue akcnepTbl cuntaroT, 4To obwenocTtynHole Wi-Fi ceTn He aBngaoTcs 6e3onacHbIMU.

CoseTbl No 6esonacHocTy paboTbl B 06LweaocTynHbix ceTax Wi-fi:

1. He nepepaBai cBOW NU4YHY MHPOpMauno yepes obuenoctynHele Wi-Fi ceTn. PaboTtas B HuX, xenaTenbHO He BBOAUTb
naponu AocTyna, NoruHbl U KakMe-To HOMepa;

2. Vicnonb3yin n 06HOBMAN aHTUBUPYCHbIE NporpaMmmbl U 6paHamayep. Tem cambiM Thl 06e3onacuiub cebs oT 3akadku Bupyca
Ha TBOE YCTPOWNCTBO;

3. Mpun ncnonb3oBanun Wi-Fi oTknioum dpyHkumio "O6wmii goctyn k dannam v npuHtepam”. JaHHaa yHKUUS 3akpbiTa Mo
YMON4YaHuIo, 04HaKO HEKOTOPbIE NONb30BaTENV akTUBMPYIOT ee Ansa yaobcTea ncnonb3oBaHus B pabote nnm yvebe;

4. He vcnonb3yn ny6nuuubin WI-FI ans nepegayv nuyHbliX AaHHbIX, Hanpumep Ans Bbixo4a B couuvarnbHble CEeTU Unu B
3MEKTPOHHYIO MOYTY;

5. Wcnonb3yh TONbKO 3aluMuieHHoe coefuHeHue vyepe3d HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAM MMEHHO
"https://";

6. B mMobunbHOM TenedoHe oTknoum dyHkumio "MMogkntodeHme k Wi-Fi aBTomatudeckn". He gonyckan aBTOMaTtuyeckoro
nogkrntoyeHnsa yctponcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTn

CoumnarnbHble CeTU aKTUBHO BXOAAT B Hally XWM3Hb, MHOTWE Mogu paboTalT M XMBYT TaM NOCTOsIHHO, a B Facebook yxe
3aperncTpupoBaH MuUnnuMapg YernoBek, YTO SABMAETCA OAHOW CceabMOM Bcex XuTenewh nnaHeTbl. MHorve nomnb3oBaTenu He
MOHUMAIOT, YTO MH(OPMAaLUS, pa3MeLleHHasi UMW B COUManbHbIX CETAX, MOXET OblTb HalgeHa M UCMonb3oBaHa KeM YrogHo, B TOM
yucre He obsizaTenbHO ¢ 6narMMyM HamepeHNsIMK.

OcHoBHble coBeThbl Mo 6e30MacHOCTU B coLMarnbHbIX CETSAX:
1. OrpaHuyb cnncok gpysen. Y 1e65a B Apy3bax He JOMKHO ObiTb CNyYamHbIX U HE3HAKOMbIX Moaen;

2. Bawumwaii cBOK 4acTHyI XM3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUS U APYryi0 JINYHYO
UHOPMaUUto. 3rOYMbILLNEHHVKA MOTYT UCMONb30BaTh Aaxe MHAOPMALMIO O TOM, Kak Tbl U TBOM POAUTENMW MraHWpyeTe NpoBeCTU
KaHUKynbl;

3. 3awmwan ceo penyTauuio - 4EPXN ee B YACTOTE U 3adaBan cebe Bonpoc: xoTen 6bl Tbl, 4TOOLI ApyrMe nofb3oBaTenm
BUAENW, YTO Thbl 3arpyxaeLwb? MNogymain, npexge 4em YTo-To ony6nMKkoBaTh, HanMcaTb U 3arpy3unTb;

4. Ecnu Tbl FOBOPWLLb C NOABMU, KOTOPbIX HE 3Haellb, He UCMOMb3yi CBOE pearnbHOE UMS W APYryl NUYHY MHopMaLmMn:
UMSsi, MECTO XUTENbCTBA, MecTo y4ebbl 1 npoyee;

5. Wsberai pasmelleHnst poTorpacduii B IHTepHeTe, rae Tbl n3o6paxxeH Ha MECTHOCTU, MO KOTOPOW MOXHO



onpenennTtb TBOe MECTOMNOJIoXKeHne;

6. I'Ipm perncrtpaumn B coumanbHol ceTn HeobXxoaMMO UCMNONb30BaTh CIOXHbIE naponu, cocrtodawimne m3 6yKB n LI,VI(*)p nc
KONM4YeCcTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOW ceTu, NOYTbl U apyrux canToB HeobxoaMMO Mcnonb3oBaTbhb pa3Hble naponwu. Torpa ecnu Tebs
B3N1O0MaloT, TO 3N10yMbILWITEHHUKN nony4YaT AO0CTYN TONbKO K OAHOMY MeCTy, a He BO BCe cpaasy.

SneKTporlele AeHbrn

SJ'IeKTpOHHbIe OEHbrM - 3TO OYeHb yﬂ,OGHblﬁ cnocob nnartexewn, ogHako CywecTByYOT MOLUEHHUKU, KOTOPbIE XOTAT
NONYYUTb 3TU OEHbIN.

3J'IeKTp0HHbIe OeHbr'n noaBuUnnMCb coBceM HedJaBHO U UMEHHO M3-3a 3TOro BO MHOIMX rocygapcrteax OO CUX MOPp He
nponncaHo Npo HKUX B 3aKOHaX.

B Poccun xe OHU (DYHKLMOHUPYIOT U O HUX YXKe MpOMMcaHO B 3akoHe, FAe UX pasfensioT Ha Heckonbko BWAOB -
aHOHUMHbIE M He aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcsi NpoBOAUTL onepauun 6es
naeHTudmnKauum nonb3oBaTens, a B HeaHOHUMHbIX AeHTUdUKaUns nonb3oBaTens siBnsieTcs o6s3aTenbHON.

Takke cnefgyeT pasnuyaTtb 3MEeKTPOHHble duaTHble AeHbrM (paBHbl FOCYAAPCTBEHHbIM BamniTam) W 3MeKTPOHHbIe
HedmaTHble AeHbrM (He paBHbl FOCYAapCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHoin paboTe ¢ 3NEeKTPOHHBIMU AEHbraMu:

1. MNpuBsxn Kk cyeTy MOOUNbHBIN TenedoH. ATO cambi YOOOHbIM M ObICTPLIN CNOCOO BOCCTAHOBUTL OOCTYM K CYETY.
MpuBs3aHHbIN TenedoH nomoxeT, ecnu 3abygelwb CBOW MNNATEXHbI Mapofb UMM 3anfelwb Ha CaWT C HEe3HaAKOMOro
YCTPOWCTBA;

2. Wcnonb3ayin ogHopasoBble naponu. Mocrne nepexofa Ha YCUMeEHHyl0 aBTopu3auuio Tebe yxe He GyaeT yrpoxaTtb
OMacHOCTb KpaXky UK nepexsaTta nnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. NpecTynHukam GyoeT He NPOCTO yragaTb CNOXHbLIA naponb. HagexHble naponu - ato
naponu, KoTopble cogepxaT He MeHee 8 3HaKOB W BKIOYAOT B cebS CTPOYHbIE U NPOMUCHblE OYKBbI, LUAPbLI U HECKOMBKO
CMMBOJIOB, Takue Kak 3Hak gonnapa, yHTa, BocknuuartenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NYHbIE JaHHbIE Ha CalTax, KOTOPbIM HE JOBEpPSELUb.
OneKTpoHHaA no4Tta

OneKTpoHHasi Mo4YTa - 3TO TEXHOMOIUS W MNPEeAOCTaBMSEMbIE €K YCMyrM MO MEPECHINIKE U MOMYYEHUIO SMEKTPOHHbIX
COoOOLLEeHNIA, KOTOPbIE pacnpenensatTcsa B KOMMbIOTEPHON ceTU. OBbIYHO 3NEKTPOHHBIN NOYTOBLIN ALWMK BbIFMAAMT CNeayroLwmm
o6pasom: uMs_nonb3oBaTena@uMsi_aomMeHa. Takke KpoMme nepegady NpoCTOro TekcTa, UMeeTcs BO3MOXHOCTb nepegaBaTtb
dannebl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3N1eKTPOHHON NOYTON:

1. Hapo BbIGpaTb MNpaBWUIbHbIA MOYTOBLIN CEPBUC. B WHTEpHETE ecTb OrpomHbli BbIGOp 6ecnnaTHbIX MOYTOBbLIX
CEepBMNCOB, OAHAKO ny4lle A0BePATb TEM, KOro 3Haellb U KTO NepBbI B PEUTUHTE;

2. He ykasbiBan B NMYHOM NOYTE NUYHYIO MHopmauunio. Hanpumep, nyywe BoibpaTh "My3bikanbHbli_daHaT@" nnu
"pok2013" BmecTo "Temal3";

3. Vcnonb3yin AByxaTanHyo aBTopu3auuio. JTo Korga NoOMUMMO Naporns HYXXHO BBOAUTbL Ko, Npuckinaemslin no SMS;

4. BblGepu CroxHbin naponb. s Kaxaoro no4YToBOro smka oMmKkeH ObiTb CBOM HaAEXHbIW, YCTOMYMBBLINA K



B3JTOMY Naposib;
5. Ecnun ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NUYHbIN BOMNpoOC, VICI'IOJ'IbSyVI 3TY BO3MOXHOCTb;

6. Vcnonb3yi HECKOMNbKO MOYTOBbIX AWMKOB. [epBbld Ans YacTHOW Nepenucku ¢ agpecaramu, KOTOpbIM Thl AoBepsielb. JTO
3NEKTPOHHbIV agpec He Hago UCMonNb3oBaTb NpY perncTpaumm Ha opymax n canTax;

7. He oTkpbiBa cavinel n Apyrne BrIOXEHUs B MUCbMax, Aaxe eCnNu OHW MpuLlnM OT TBOMX Apy3en. Jlyywe yTOYHM y HUX,
OTNpPaBnsnn N oHn Tebe 3Tn dannsl;

8. lNocne okoHYaHusA paboTbl HA NOYTOBOM CEpBUCE NMepes 3akpblTUEM BKNaAKM C CauToM He 3abyab HaxaTtb Ha "Beiitun".

Kuﬁepﬁynnm-lr unu BupTyanbHoe nsgeBaTenibCTBO

KnbepbynnuHr - npecnepoBaHne COOOLLEHMAMKU, coAepXalnmu ockopbneHusi, arpeccuio, 3anyruBaHue; XynuraHcTBoO;
counanbHoe 60MKOTUPOBaHME C MOMOLLBIO Pa3NNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocarica B 6ou. Jlyywmn cnocob: nocoBeToBaTbCs kak cebsi BECTM U, €CNN HEeT TOro, K KOMy MOXHO 00paTtuTtbes, TO
BHavane ycnokoutbcs. Ecnu Tbl Ha4YHeLwb O0TBeYaTb OCKOPONEHNSIMM Ha OCKOPOEeHMs, TO TOMbKO eLle Gonblue pasoxkellb KOHMIUKT;

2. YnpaBnsau ceoen knbeppenytaunei;
3. AHOHMMHOCTb B ceTuM MHMMas. CyLlecTBYOT Cnocobbl BbISCHUTb, KTO CTOMT 3@ @HOHUMHbBIM aKkayHTOM;

4. He cTouT BecTM XynuraHckunm obpas BUpPTyanbHOM Xu3HW. WHTepHeT dumkcnpyeT Bce TBOWM LENCTBUSI U COXPaHSET UX.
YaanuTtb ux 6yget kpariHe 3aTpyaHUTENbHO;

5. Cobniogar cBOK BUPTYarbHYK YeCTb CMOSOAY;

6. WrHopupy# egumHuuyHbIn HeratuB. OpHopasoBble OCKOpOUTENbHble cOoOOLWEeHUst nyywe urHopmpoBaTb. OBbIYHO arpeccus
npekpallaeTca Ha Ha4yanbHON cTaguu;

7. bBaH arpeccopa. B nporpammax oGMeHa MrHOBEHHBIMU COOBLLEHNUAMU, B coLManbHbIX CETSX €CTb BO3MOXHOCTb GNOKMPOBKU
OTNpaBKU COOBLLEHNIA C ONpeaeneHHbIX aapecos;

8. Ecnu TbI cBMaeTens KVI66p6yJ'IJ'IMHFa. TBOW gencTBus: BbICTYNUTb NPOTUB nNpecrnegoBartend, noka3atb eMy, 4Tto ero nencTeus
OUEeHMBaKTCA HeratTMBHO, nopgaepXxatb XepTay, KOTOpOVI HYXHa ncuxonornyeckaa nomMmollb, coobwunTb B3pOC/bIM O (baKTe
arpeccmBHOro noeeaeHnsa B ceTu.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapT(OHbI 1 MaHWeTbl coaepxaTt B cebe BNonHe B3pocrblii (PyHKLUOHAN, U TeNepb OHU MOTYT KOHKYpUpPOBaTb
CO cTauMoHapHbIMK KomnbloTepamu. OgHako, cpeAcTB 3awWnTbl AN NogobHbIX YCTPOUCTB MoKa Oo4YeHb Mano. TecTMpoBaHWe U MOWCK
ysI3BMMOCTEN B HUX NPOUCXOOMUT He Tak MHTEHCMBHO, kak ans MK, To xxe camoe kacaeTcsi U MOBUMbHbLIX MPUINOXEHUIA.

CoBpeMeHHble MobunbHble Bpay3epbl yxXe NpakTU4EeCKU AOrHanuM HacTONbHblE aHanoru, Of4HaKo pacliMpeHue yHKUMoHana
BneyeT 3a cobo 6onbLUYI0 CIMOXHOCTb U MEHbLUYIO 3aLLMLLEHHOCTb.

[aneko He Bce NPOU3BOAUTENN BbINyCKaloT OOHOBMNEHMS, 3aKpblBaAOLLNE KPUTUYECKNE YSA3BUMOCTM A1si CBOUX YCTPOMCTB.
OcHOBHble coBeThbl Ansa 6es3onacHoCTN MOOUNbHOro TenedoHa:

Huyero He siBnsieTca no-HacTosiwemy 6ecnnaTHbiM. Byab ocTopoxeH, Beab koraa Tebe npeanaratoT



6ecnnaTHbln KOHTEHT, B HEM MOTYT ObITb CKPbIThI Kakne-To nNnaTHble yCnyru;
Oywman, npexae yem otnpaBuTb SMS, poTo nnu Bngeo. Tl TOYHO 3HaELWb, rAe OHU ByayT B KOHEYHOM uTore?
Heob6xoaMmo 06HOBNATL ONEpPaLUOHHY CUCTEMY TBOEro CMapTdOHa;
Wcnonb3yn aHTMBUPYCHbIE MpOrpamMmmel ANt MOGUINBbHBIX TENEOHOB;

He 3arpyxxan npunoxeHnss OT HEU3BECTHOrO UCTOYHMKA, BEAb OHWM MOTYT COAEpXaTb BPEAOHOCHOE MporpaMmmMHoe
obecneveHue;

lMocne Toro Kak Tbl BbiNAELWb C canTa, rae BBOAMI NUYHY0 MHOpMauumio, 3aian B HacTporkn Gpaysepa v yaganu
cookies;

Mepuoguyeckn npoBepsi, kakne nnaTHble YCNyrn akTMBMPOBaHbl HA TBOEM HOMEDE;
[aBan cBoi HoMep MOOMMBbHOro TenedoHa TONbKO MOAAM, KOTOPbIX Thl 3HaELb 1 KOMY AOBepseLlb;
Bluetooth gomkeH 6bITh BbIKNOYEH, KOraa Thl UM He nonb3yelbes. He 3abbiBait MHoraa NpoBepsiTb 3TO.

Online nurpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacouyHble, 3axBaTbiBalolWwMe pasBredyeHusi, 00beauHsIIoWMe COTHU ThicsaY
yenosek Mo Bcemy Mupy. MIrpokM WUCCRemyloT AaHHbli UM Mup, obLlaloTcs Apyr C APYroM, BbIMOMHAT 3adaHus,
CpaxalTcsl C MOHCTpamuK U Nony4aloT onbiT. 3a YAOBONLCTBUE OHW NAATAT: NOKynalT AUCK, ONnaymBaoT aboHeMeHT unu
npuo6peTaloT Kakue-To onuum.

Bce aTv cpeAcTBa MayT Ha NoAAepXkaHue U pasBUTUE WUIPbl, a Takke Ha caMy 6e30nNacHOCTb: COBEpLUEHCTBYIOTCS
CUCTEeMbl aBTOpU3aLMK, BbIMYCKalOTCA HOBble MaTyM (UMdpoBble 3annaTku ANns Nporpamm), 3aKpbiBalTCs YS3BUMOCTU
cepBeposB.

B nogo6HbIx nrpax CTouT onacaTtbCd He CTOJIbKO CBOUX COMNEPHUKOB, CKOJTBKO KpaXXn TBOEro napond, Ha KoTopom
OCHOBaHa cuctema aBTopusaummn OonblKnHCTBA nrp.

OCHOBHbIe cOBeThLI N0 6e30MacHOCTN TBOEro UTPOBOMO akKkayHTa:
1. Ecnu gpyroi urpok Beget cebs nnoxo unu cosgaet Tebe HeNnpUATHOCTKU, 3aBNoKNPYIt ero B CNMUCKE UIPOKOB;

2. I'Io>Kany|7|c;| agMUHUCTpaTopamM Urpbl Ha nNioxoe nosegeHne 3Toro Urpoka, xenatenbHOo NPUIOXUTb Kakune-To
AokasaTtesnbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyo nHdopmaunio B npodanne urpsbl;
4. YBaxan Apyrux y4acTHUKOB MO Urpe;
5. He yctaHaBnuBawn HeodmumanbHble naTyn n Moabl;

6. Micnonb3yw CroXHble 1 pasHble naponu;

[axe BO BpeMs Urpbl He CTOUT OTKNOYaTh aHTMBUPYC. [1oka Tbl UrpaeLlb, TBOW KOMMNbIOTEP MOTrYT 3apasunThb.
DULINHT NN KpaXka NMNYHBIX AaHHbIX

O6blyHON Kpa>|<e171 AeHer n JOKYMEeHTOB cerogHda yXxe HUMKOro He yausuillb, HO C pa3BUTUEM MHTepHeT-TeXHOJ’IOFMﬁ
3J10YMbILWWNEHHUKN NepeMecTUIMCb B UHTEPHET, U NPpoAOoSIXKaKT 3aHUMaTbCA "nobnmbiM" genom.



Tak nosiBMnacb HOBas yrpo3a: MHTEpPHEeT-MOLWEHHNYEeCTBa UNU (OULLIKHI, rmaBHas Lefb KOTOPOro COCTOUT B MOSyYeHun
KOHMUAEHUMANbHbIX JaHHbIX MONb3oBaTenen - NorMHoB 1 naponen. Ha aHrnuinckom A3bike phishing untaetcsa kak puwmHr (ot
fishing - pelbHasa nosng, password - naponb).

OcHoBHble coBeThbl Mo 6opbbe ¢ PULMHrom:

1. Cnean 3a cBouMm akkayHToM. Ecnu Tbl nogospeBaellb, 4TO TBOSA aHkeTa Obina B3nomaHa, TO Heobxoaumo
3abnokupoBaTb €e 1 CoobLWNTL agMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO ckopee;

2. Wicnonb3yn 6e3onacHble Be6-canThl, B TOM YACNE, UHTEPHET-MarasmHoB U MOUCKOBbLIX CUCTEM;

3. WAcnonb3yi cnoxHble U pasHble naponu. Takum obpasom, ecnv Tebs B3NOMawT, TO 3MOYMbILMEHHUKN nonyyaT

JOCTYN TONbKO K OAHOMY TBOEMY NPOcUnio B CETH, a He KO BCEM,;

4. Ecnu Tebsa B3nomanu, To HeobxoaMMo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTopble o6aBneHbl y Tebs B Apy3bsX,
0 TOM, YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEro nMeHn ByaeT pacchinaTbCa CNaM M CCbIKN Ha (OULLMHIOBbLIE CalThbl;

5. YcTtaHoBu HagexHbin napornb (PIN) Ha MOGUMbHBLIN TenedoH;

6. OTkntoun coxpaHeHue napons B 6paysepe;

7. He oTkpbiBai hannbl U gpyrme BRoXeHus B NUCbMax, Aaxe ecnu OHW MpULLU OT TBOUX Apy3en. Jlydle yTo4Hu y
HUWX, OTNPaBNANn nm oHn Tebe aTn dannebl.
LUudpoBas penytauus

LincpoBas penytaumsi - 9TO HeraTuBHasi MMM NO3UTUBHas MHgopmauma B ceTu o Tebe. KomnpomeTtupytowas
MHGOpMaLMs, pa3MelleHHas B MHTEPHETE, MOXET cepbe3HbiM 06pa3om OTpasuTbCs Ha TBOEW peanbHOn Xu3Hu. "Lindposas
penytaumsa" - 3To TBON UMMAX, KOTOPbIA hopMmupyeTcs U3 nHdopmaunm o Tebe B MHTepHeTe.

TBOE MECTO XUTEMbLCTBA, y4elbl, TBOE (PMHAHCOBOE MONOXeHWEe, 0COGEHHOCTM XapakTepa U pacckasbl 0 6IIM3KKUX - BCe
3TO HaKannMBaeTcs B CEeTW.

MHorme nogpocTkM NErkoMbICNIEHHO OTHOCATCHA K nybnukauun nuyHon wHdopmauum B WHTepHeTe, He MoHUMas
BO3MOXHbIX MOCNeACcTBUN. Thbl JaXe He CMOXelWb AoragaTbCsa O TOM, YTO ¢hoTtorpadms, pasmMelleHHas 5 neTt Hasag, crtana
NPUYNHON OTKa3a NpuHATbL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBonx potorpadum n apyrme encTems MOryT He MCHE3HYTb Aaxe nocne Toro, Kak Tbl nX
yoanuwb. Tbl HEe 3Haellb, KTO COXpaHun 3Ty UHopmMauuio, nonana fnu oHa B MOMCKOBbIE CUCTEMbI U COXpaHUnachb N1 OHa, a
rmaBHOE: YTO nogymarT O Tebe oKkpyxawLime naun, KOTopble HangQyT v yBuAAT ato. Hantm nHdopmaumio MHOro neTt cnycrs
cMoXeT nobon - Kak n3 obpbix NOOYXAEHWIA, TaK U C HAMEPEHMEM NPUYMHUTL Bpea. ATO MOXeT ObITb KTO YrogHo.

OCHOBHble COBeTbI NO 3awwmTe LMdpPoBON penyTaunmu:

1. Mogymai, npexae Yem 4To-TO NybnukoBaTb U NnepefasaTth y cebsi B 6rore nnm B counanbHOW CeTu;

2. B HacTporikax npoduns yCTaHOBM OrpaHUyYeHUs Ha MPOCMOTP TBOEro Npodurs U ero CoaepXvMmoro, caenaw ero
Tonbko "Ansa apysen";

3. He pasmelyan n He ykasbiBan MHGOpPMaLMo, KOTopast MOXeT KOro-nnmbo ockopbnsate unm obmxatb.

ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOoJfib3oBaTenn Lll/l(prBOFO npocTpaHCcTBa. OpHako ganeko He BCe 3HAKT, 4TO
nonb3oBaHNe MHOTMMN BO3MOXHOCTAMMU Ll,M(prBOFO Mupa Tpe6yeT cobnoaeHns npaB Ha UHTEeNNeKTyanbHYIo COBCTBEHHOCTb.



TepMUH "WHTennekTyanbHass COGCTBEHHOCTL" OTHOCUTCS K PasfiMyHbiM TBOPEHUSIM YENOBEYeckoro yma, HauuHas C HOBbIX
n3obpeTeHnin M 3HakoB, OBO3HavalOWMX COBCTBEHHOCTb Ha NPOAYKTbI W YCMyrW, W 3akaHuvMBasi KHWramu, doTtorpadpusamu,
KUHOMDUNBEMaMU 1 My3blKanbHbIMU NPOU3BEAEHUSIMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNeKTyanbHyl COGCTBEHHOCTb Ha NPOU3BEAEHUS Hayku, UTepaTypbl U UCKycCTBa.
ABTOpCKME NpaBa BbICTyMNaloT B Ka4yeCcTBE rapaHTuM TOro, YTO WHTENneKTyanbHbIM/TBOpYeckuid Tpya aBTopa He GyaeT HampacHbIM,
[acT eMy crpaBeanvBble BO3MOXHOCTY 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, noflyunTb U3BECTHOCTb U NpuaHaHue. Hukto 6es
paspelleHuss aBTopa He MOXET BOCMNPOW3BOAWUTL €ro MpoM3BEAEHWEe, PacnpoCcTpaHsaTb, MNyGNMYHO AEMOHCTPUPOBaTb, MPOAaBaThb,
MMMOPTUPOBATbL, NyckaTb B NMpokaT, Ny6InMYHO UCMOSHSATbL, NOKa3blBaTb/UCMONHSATL B adupe unu pasmewlats B VIHTEpHeTe.

Wcnonb3oBaHue "nupatckoro” nporpammHoro obecrnevyeHnss MOXeT NPUBECTU K MHOFMM pUcCKaMm: OT MOTEPU AaHHbIX K TBOUM
akkayHTaM [0 OrnokupoBKM TBOEro YCTPOWCTBA, rAe YCTaAHOBIEHa HeneranbHas nporpamMma. He ctouT Takke 3abblBaTb, 4TO
CYLLECTBYIOT NneranbHble 1 6ecnnatHble NporpaMMbl, KOTOPbIe MOXHO HAaUTU B CETU.

O nopTane

CeTeBNYOK.pd - TBOW MaBHbI COBETYUK B CETU. 34eCb Thl MOXeLUb y3HaTb 0 6€30MacHOCTM B CETU MOHATHLIM U OOCTYMHbIM
S13bIKOM, @ MPU BO3HWUKHOBEHUW KPUTUYECKOW CUTyauuu obpaTuTbCsl 3a COBETOM. A Takxe MPUHATb y4YacTue B KOHKypcax U cTaTb
cambIM LM POBLIM rpaxkgaHuHom!
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